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Chapter 1 — Introduction

1 Introduction

1.1 Conventions Used

Bold

Italics

Code

Words in bold indicate key terms or items of interest.

Words in italics indicate names, such as the name of a menu item, selectable
option, or a screen name.

Sections of code such as actual text from a configuration file, message structure,
or other text representing actual parameters within a file.

Best practice. Although the information contained here may not be appropriate in
all cases, it is the general rule of thumb.

General information. Content here is generally helpful in better understanding the
operation or design of part of the product.

Warning or notice. This content should be carefully read and understood to
prevent problems with configuration or operation of the product.

Condrey Corporation
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1.2 Terminology

Provider — any user who creates a sharing link.

% Consumer — the recipient of a sharing link.

1 Internal user — a user who has a network account in the same eDirectory tree as
w the DocXchanger server. This user may be a provider or a consumer.

w External consumer — a consumer referenced only by an email address.

(] Sharing link — an access token granted by a provider to a consumer allowing local
and/or remote access to a specified network file or directory.

8 Condrey Corporation



Chapter 1 — Introduction

1.3 Client Types

1.3.1 Web Access

DocXchanger Web Access has the following features:
» Requires no software installation.

» Provides access to DocXchanger from any computer with a browser and Internet access.

1.3.2 DocXchanger Client

The DocXchanger Client has the following features:
Supports drag-and-drop for document transfers.
Provides multiple document upload / download capabilities not available in Web Access.

Leverages the Novell Client for local connections.

vV v v Y

Provides desktop integration through extensions to Windows Explorer.

1.3.3 DocXchanger Plug-in for External Users

The DocXchanger Plug-in for External Users (Plug-in) has the following features:
» Simple interface for accessing just sharing links through a remote connection.

» Can be used by anyone who has created or received a sharing link, including external
consumers without an account.

» Provides drag-and-drop for file transfers to and from the client interface.

» Provides multiple file and folder upload / download capabilities which are not available in
the Web Access interface.
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1.3.4 Client Feature Comparison

Table 1.1 - Client Feature Matrix

Web Client Desktop
Access Integration

Access my managed
storage

Create sharing links

Manage sharing links

Access sharing links
provided by me

Access sharing links
provided to me

Transfers multiple
files and folders

O 0 O 000 O
O & 0 00
O ©&© 0 00 O

Drag-and-drop
support for file
transfers

O 0 © 0 09

Q
Q
QS

Requires user
account in eDirectory

Works with the
Novell Client

5

o

Integrates with
Windows Explorer ° 9 ’

No client software Q
installation required

0O & & O
0O 0 0 O

1. Multiple files can be transferred, but only one at a time. Folders cannot be transferred,
but must be created manually.

2. Depending on DocXchanger configuration, external consumers may be required to
provide an email address and password to access sharing links.

3. DocXchanger Client extends the functionality of the Windows Explorer Send To context
menu and uses Windows Explorer shell controls for local file operations.
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1.3.5 Client Use Cases

Local Mode User has an eDirectory account in the specified Tree and is logged into
that tree with the Novell Client on the local workstation.

Remote Mode User has an eDirectory account in the specified Tree, but is not logged
into that tree with the Novell Client.

External User does not have an eDirectory account in the specified Tree.

Table 1.2 - Client Use Matrix

NN
Integration Access

Local & V] V]
Dynamic Q 1 Q 2
Remote V) °
External (= (=

Kiosk environment =] (=

OO 0O0
OO0 0O

o

1. Mode can change between local and remote as the Novell Client changes its connection
to the specified eDirectory Tree. This may be common with mobile users.

2. Desktop Integration only functions when DocXchanger Client is connected in local mode.
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2 DocXchanger Web Access

2.1 System Requirements

DocXchanger Web Access is supported on any operating system that can run one of the
following web browsers:

» Internet Explorer 7
» Firefox 2.x
» Safari 2.x
Other web browsers may work but are not supported at this time.

For best results, the display should be running at a minimum resolution of 1024 x 768 pixels.

2.2 Using DocXchanger Web Access

2.2.1 Logging In

1. Start the web browser

2. Enter the address for DocXchanger in the browser's address field. If the current address
for DocXchanger is unknown, check with the local DocXchanger administrator for

assistance.

3. At the login screen, enter a valid name and password, then click Login.

Doc Xchanger

Username: ‘ bob |

Password: ‘ “““ |

DocXchanger ®2008 Condrey Corporation. All Rights Reserved
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2.2.2 Navigating the Main Tool Bar

*q s B @9 G

The main tool bar sits at the top of the Web Access interface and has the following items:

Table 2.1 - Main Tool Bar

Icon Name Description

5\ Home Displays resources of current user.

5 g Consumed sharing Displays the list of sharing links that have been sent to
links the current user.

& Provided sharing Displays the list of sharing links created by the current
links user.

. Access the parameters pages for administration of
E} System parameters DocXchanger. (This option is only available if the current
user has administrative privileges.)

w Help Redirects the current user to a custom help site.

Navigate all servers and volumes for providing shared
ﬂ Browse all servers links. (This option is only available if configured by the
administrator.)

Redirects the user to the software download location for
g Download software DocXchanger Client. (This option is only available if
configured by the administrator.)

ﬁ Exit Log out of the DocXchanger web interface.

Condrey Corporation 13
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2.3 Accessing Managed Resources

A user's managed resources can be accessed via the DocXchanger Web Access.

To access user data:

1. Log in to the DocXchanger Web Access interface.

2. Select the Home ﬂ option from the tool bar or select the Browse All Servers @ option

from the tool bar. (The Browse All Servers option is only available if enabled by the
DocXchanger administrator.)

3. In the Home view, a list of managed resources for the current user is displayed.

Doc Xchanger

I - SN

Logged in as: acox.HQ.CORP.CCTEC

5 acox

Ly acox
X/ HQ Files
X/ MyFiles

Home Directory

o

Ly GROUPWISE

-&'LGROUPWISE.TRA.INING.HQ.CORP.CCTEC |

GROUPWISE

Ly OES LINUX

jh OES LINUX.PROJECTS.HQ.CORP.CCTEC |

OES LINUX

=g CCTEC

L} The vaurt
[Jtest

the vault

test

o

DocXchanger @2008 Condrey Corporation. All Rights Reserved.

These resources include:

>

vV vV v v Y

User Home Directory.

Group Home Directories.

Consumed sharing links.

Storage Locations (from NetStorage).

DocXchanger managed resources.

IUAdmin resources stored in eDirectory.

14
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4. In the Browse All Servers view, a list of all servers and volumes in the same eDirectory
tree as DocXchanger is displayed.

Doc Xchanger

g\ % & 9 @. 9 @ Logged in as: bob HQ.CORP.CCTEC

Servers and

Server Volume Conlext

§ nsvsivz I pata =3 RESOURCES.ORG
| IEETE B srs =3 RESOURCES.ORG
B nswsiva [ pata =2 RESOURCES.ORG
N nsmsiva B svs =3 RESOURCES.ORG
. INEEL [ nsm =3 SYSTEM

| IEE B srs =3 SYSTEM

| ETE B vauLt =2 SYSTEM

| INEE [ voL1 =3 SYSTEM

W nsmsim [ voLz =3 SYSTEM

| IEE B voLs =3 SYSTEM

N oxserv [ pocx =2 RESOURCES ORG
W cesLnx [ pata =3 SYSTEM

W cesLnx [ exTa =3 SYSTEM

W cesLnx B svs =2 SYSTEM

DocXchanger @2008 Condrey Corporation. All Rights Reserved.

This list can be navigated by clicking on a server / volume pair in the list.

2.3.1 Navigating Directories

To navigate to a subdirectory, click on the directory entry in the list view.

To navigate to a parent directory, click on one of the parent directory entries in the Path links
displayed at the top of the page under the tool bar.

Doc Xchanger

g‘ % &' 9 @ ‘ @ Logged inas: bob HQ CORP.CCTEC

Paih: NSMSIMNVOL2: TRAININ G\ groupwisel

Direciories and Files

Name Size Modified Modifier Aclions

|}/ Assianments £ % -
_H Instructor & % 1=}
_H reviewed & % 1=}
‘_Htumim ] I% 1=}
% DocXchanger ClientInk 1KB Fri Jan 18 10:05:02 2008 BOB.HQ.CORP.CCTEC _‘0% -

Create Direclory:
| || Create Directory |

Upload File:

I Browse... Upload File

DocXchanger ®2008 Condrey Corporation. All Rights Reserved
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2.3.2 Downloading a File

To download a file:
1. Navigate to the directory containing the file to download.
2. Click on the file entry in the list.

3. Using the browser's provided dialog, save the file to a local directory.

2.3.3 Uploading a File

To upload a file:
1. Navigate to the directory where the file should be placed.
2. Click Browse to open the file browser dialog.
3. Select a file to be uploaded using the provided browse dialog.

4. Click the Upload File button.

2.3.4 Renaming a File or Directory

To rename a file or folder:
1. Navigate to the folder containing the file or directory to rename.
2. Click on the Rename icon A% next to the entry to rename.

3. In the Rename Directory text field, modify the selected entry.

4. Click Rename to finish the rename process.

2.3.5 Creating a Directory

To create a directory:
1. Navigate to the directory in which to create the new directory.

2. Type in the name of the new directory in the Create Directory text field at the bottom of
the page.

3. Click Create Directory to finish the process.

16 Condrey Corporation
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2.3.6 Deleting a File or Directory
To delete a file or directory:
1. Navigate to the directory containing the file or directory to delete.
2. Click on the Delete g icon next to the entry to delete.

3. Click Delete in the confirmation page to finish the process.

Note: To delete a directory and its contents, first check the checkbox Delete contents of
'directory’ and all subdirectories.

Condrey Corporation 17
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2.4 Providing Sharing Links

2.4.1 Access the Sharing Links Provider Page

To access the sharing links Provider page:

1. Login to the DocXchanger Web Access interface.

2. Select the Home ﬂ option from the tool bar or select the Browse All Servers @ option
from the tool bar. (This option is only available if enabled by the DocXchanger
administrator.)

3. Navigate to the desired directory or file.

Doc Xchanger

ﬁ % & Q @ 9 @ Logged in as: bob HQ. CORP.CCTEC

Shared Path:
| MEMSMVOLZAUSERS\BOBHQ Files

C S0
Add External Add Internal Delete Repair (4@ Resend Email
& 2 — &) (B
|~ Consumer File Access Start Date Stop Date
| joe@outsideorg.com Read Only Sun Jan 20 16:20:40 2008 SatJan 26 23:59:59 2008
[~ ACOXHQ CORP.CCTEC Read Only Sun Jan 20 16:25:05 2008 Sun Jan 20 235959 2008

DocXchanger @2008 Condrey Corporation. All Righis Reserved.

4. Click on the Share - icon in the Actions column. The Sharing Link Summary for that

path will be displayed.

18 Condrey Corporation
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2.4.2 Provide Sharing Links to Internal Users
1. Follow the steps listed in 2.4.1 Access the Sharing Links Provider Page.

2. In the Consumers tool bar Click on Add Internal ?..

| Nofification Email Expirati
From: Date 1o stari:
[pob@ cetec.org | DB/0B/2007
Subject: Date fo end:
[Project Files | D6/22/2007
Descriplion:

I_ Sharing Link never expires.

Fleases review and make corrections as necessary.

—| Access Righis

|"_ Give Consumer Write Access.

—| C —|Address Book
| (g |

Comma or semicolon delimited list. e.g. joe;mary,sally

3. Verify the following fields:
From email address
Subject

Description

Date to start

Date to end or Sharing Link Never Expires

vV v v v v Y

Access Rights (Give Consumer Write Access)

w Some fields such as Give Consumer Write Access Rights and Sharing Link Never
Expires may not be available depending on DocXchanger system settings, access
controls and user file system rights.

Condrey Corporation
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4. For the Consumers field, type in the user ID of an internal consumer. For multiple users,
enter each name separated by a comma or semicolon.
To find consumers in eDirectory, click on Search in the Address Book field.

Doc Xchanger

Userid vI|a'

|['search |

Wildcard search criteria. e.g. b* an* etc. The maximum number of returned results will be 100

3 Add E Close

|~ Email Address Userid Name Department
|~ ACOX@cctec.org ACOXHQ.CORP.CCTEC Aaron COX
[~ AJSTATEMN@cctec org AJSTATEMN ATL.CORP.CCTEC STATEN
|~ ALTEMPLES@cctec.org ALTEMPLES ATL.CORP.CCTEC TEMPLES
[~ ALTHOMAS @cctec.org ALTHOMAS ATL.CORP.CCTEC THOMAS
|~ ARPRICE@cctec.org ARPRICEATL.CORP.CCTEC FRICE

[~ ASTIMMS@cctec.org ASTIMMS NYC.CORP.CCTEC TINWS

|~ AWPRESTON@cctec.org AWPRESTONATL.CORP.CCTEC PRESTON
[~ AWRIGHT@cctec.org AWRIGHT HQ.CORP.CCTEC WRIGHT
[~ admin@cctec.org admin.SYSTEM admin

DocXchanger @2008 Condrey Corporation. All Rights Reserved.

» Users may be searched by Userid or Last Name.

» Select the check box next to each desired user, then click Add 3 to populate the list
of consumers on the sharing link page.

» Click Close [z | when finished with the Address Book.

a Remove

l_ Email Address Userid Name Depariment
[~ BCLARK@cctec.om

BCLARK HQ.CORP.CCTEC CLARK Finance
[~ BCSTONE@cotec.om BCSTONE ATL CORP.CCTEC STONE
[~ bsmith@cctec.org BSMITH HQ CORP CCTEC Smith Engineering

5. Fill in the email address for any users without one.

6. Click Apply to create the sharing link(s).
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2.4.3 Provide Sharing Links to External Consumers

1. Follow the steps listed in 2.4.1 Access the Sharing Links Provider Page.

2. In the Consumers tool bar Click on Add External .

Paih fo share:
| NSMSIMAOL3GROUPS\Publict
—| Nofification Email —| Ex pirati
From: Date o starl:
[pob@cctec.omn | DG/12/2007
Subject: Date fo end:
[Public Documents | DG/12/2007
Description: |7 Sharing Link never expires.
Here are the reference materials.
A Rights
™ Give Consumer Write Access.
—| C rs
hsrn ith@outsideory.com; jhenry@outsideory.com
Comma or semicelon delimited list. e.g. joe@outsideocry.com; mary @ outsideong.com, sallyi@outsideorg. com

3. Verify the following fields:

From email address

Subject

Description

Date to Start

Date to End or Sharing Link Never Expires

Access Rights (Give Consumer Write Access)

vV vV v v v vY

Consumers' email addresses

w Some fields such as Give Consumer Write Access and Sharing Link Never Expires
may not be available depending on DocXchanger system settings or access controls.

4. Click Apply to create the sharing link.
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2.5 Accessing Sharing Links

2.5.1

Accessing Provided Sharing Links

To access a sharing link created by the current user:

1.

2.

2.5.2

Login to the DocXchanger Web Access interface.
Select the Provided Sharing Links & option from the tool bar.

To view the details of a sharing link, click the Properties of Sharing Link O% icon for that
sharing link.

To access the sharing link itself, click on the sharing link entry listed in Provided Sharing
Links.

Accessing Consumed Sharing Links

To access a received sharing link sent to the current user:

1.

2.

Login to the DocXchanger Web Access interface.

Select the Consumed Sharing Links % option from the tool bar.

To view the details of a sharing link, click the Properties of Sharing Link Q% icon for that
sharing link.

To access the sharing link itself, click on the sharing link entry listed in Consumed
Sharing Links.

22
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2.5.3 Accessing Sharing Links by URL

External consumers (who do not have eDirectory accounts) must access all sharing links via a
URL. Internal users may also use the associated URL from any sharing links they provide or
consume.

To access a sharing link via a URL:

1. Open the email notification that was sent when the sharing link was first created. If the
email is not available, the Provider of the sharing link may resend the email notification.
See 2.6.4 Resending a Sharing Link Notification for information on how to do this.

2. Click on the URL link in the email. This should open a web browser with the correct URL
containing the address of DocXchanger and the ticket number needed for access.

3. An optional login dialog will be presented in the following circumstances:
» The sharing link was for an internal consumer.

» DocXchanger has been configured for challenge / response for external
consumers.

Condrey Corporation 23
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2.6.1

2.6 Managing Sharing Links

Viewing Sharing Link Details

To view the details of a sharing link:

1. Log in to the DocXchanger Web Access interface.

2. Select the Provided Sharing Links &, or Consumed Sharing Links % option from the
tool bar.

3. Click on the desired entry in the list of sharing links.

| 3 Delete (=) Resend Email &) Repair [ Close

Shared Path:

| NEMSIMAOLZAWUSERS\BCLARK\HQ Files\Expenses

Provider:
Provider Email:

BCLARK.HQ.CORP.CCTEC
bolark@cotec. org

Consumer: jsmith@outsideorg.com
Consumer Email: jsmith@outsideorg.com

Sharing Link Mode:
Sharing Link Access:
Sharing Link Ty pe:
Starl Time:

Siop Time:

Created:

Read Only

External

Folder

Fri Jun 115:00:42 2007
Tue Jun 523:58:59 2007
Fri Jun 115:00:42 2007

Subject:

Description:

More expense reports

DocXchanger Sharing Link

DocXchanger ©2007 Condrey Corporation. All Rights Reserved.

4. The sharing links Detail page shows the following information:

vV vV v v v vY

Shared Path

Provider and Provider's email address

Consumer (if internal) and consumer's email address

Access Type (read-only or read-write and internal or external)
Link type (file or folder)

Start / Stop / Creation Times

Subject and Description

24
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2.6.2 Repairing a Sharing Link

Occasionally a sharing link may become unsynchronized with the actual rights in the file system.
DocXchanger's Janitor process will perform a sweep once each day to review all sharing links
and try to correct these problems. If a sharing link needs to be resynchronized prior to the next
Janitor sweep, end users may initiate a Repair process to try correcting these problems manually.

Internal consumers and providers may initiate a repair on any sharing links to which they have
access.

1. Log in to the DocXchanger Web Access interface.

2. Select the Provided Sharing Links ;S, or Consumed Sharing Links ‘E_, option from the
tool bar.

3. Select the check box next to each desired sharing link.
4. Click the Repair = icon at the top of the list.

Sharing links may also be repaired from other pages where the Repair button is available for
sharing links.

2.6.3 Deleting a Sharing Link

Only providers with appropriate access may delete sharing links.
To delete a sharing link:
1. Log in to the DocXchanger Web Access interface.
2. Select the Provided Sharing Links £, option from the tool bar.
3. Select the check box next to each desired sharing link.
4. Click the Delete ! icon at the top of the list.

Sharing links may also be deleted from other pages where the Delete button is available for
sharing links.

Condrey Corporation 25
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2.6.4 Resending a Sharing Link Notification

A Provider may resend the email notification that was initially sent with a sharing link when it was
first created.

To resend the sharing link email notification:

1. Log in to the DocXchanger Web Access interface.

2. Select the Provided Sharing Links % option from the tool bar.
3. Select the check box next to each desired sharing link.

4. Click the Resend Email (% icon at the top of the list.

Sharing link notifications may also be resent from other pages where the Resend Email button is
available for sharing links.
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3 DocXchanger Client

3.1 System Requirements

The DocXchanger Client is supported on the following operating systems:
» Windows XP sp2 or later
» Windows Vista
» Windows Server 2003 sp1 or later

In addition, DocXchanger Client requires the display settings to be set at a minimum resolution of
1024 x 768 pixels.

3.2 Installing the Client

3.2.1 Downloading the Client

DocXchanger Client may be obtained by clicking the download software link in the web interface.
(This is only available if configured by the DocXchanger administrator.)

1. Log in to DocXchanger Web Access. See Section 2.2.1 Logging In for details.
2. Click on Download Software vﬂ in the tool bar at top.

3. Click on the entry DocXchanger-client-win32.msi to download the DocXchanger Client.

3.2.2 Running the Client Installer

To install the client:

1. Run the DocXchanger-client-win32.msi executable.
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ﬁ DocXchanger Client Setup

Welcome to the DocXchanger
Client Setup Wizard

The Setup Wizard will install Dockchanger Client on your
computer, Click Mext to continue or Cancel to exit the Setup
‘Wizard,

< Back [ ek = i ’ Cancel

2. At the welcome screen, click Next.

ﬁ DocXchanger Client License Agreement @
End-User License Agreement e/
Plzase read the fallowing license agreement carefully =) m
DISCLAIMER

m »

This software is provided by Condrey Corporation "as
iz" and "with all faults". Condrey Corporation
makes no representations or warrantiez of any kind
concerning the quality, safety, or suitability of
the software, including without limitation any
implied warrantiez of merchantability, fitness for a
practical or particular purpose, Or hon-

AnFrdncrcmon b Tv vm arrant wmill Tavdrarr Cavmorar o

(@ I accept the terms in the License Agresment

() I do not accept the terms in the License Agreement

< Back ][ ek = ] [ Cancel

3. Select | accept the terms in the License Agreement, then click Next.
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ﬁ DocXchanger Client Setup

Custom Setup

Select the way you wank Features to be installed,

Click on the icons in the tree below to change the way Features will be installed.

=
V
7R

This Feature requires 6133KE on
wour hard drive,

Location: C:\Program Files\Condrey Corporation|Dockchanger | Client)
’ Reset ] [DiskUsage] [ = Back ][ Mesxk = ] ’ Cancel ]

4. Select a path in which to install DocXchanger Client, then click Next.

ﬁ DocXchanger Client Setup

Ready to Install

Run DocXchanger Client at startup,

Create shartcut on Deskbop.

The Setup Wizard is ready to begin the Twpical installation

Click. Install to begin the installation. IF vou want ko review or change any of vour
inskallation settings, click Back, Click Cancel to exit the wizard,

=
¢
7R

< Back ][

Install ] [ Cancel

5. Select whether to Run DocXchanger Client at startup and whether to Create shortcut on

Desktop, then click Next.

Condrey Corporation
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Installing DocXchanger Client 0
Z\

Plzase wait while the Setup Wizard installs Dockchanger Client. This may take
several minutes.

Status:
!

< Back. ” Mexk = | [ Cancel ]

6. Wait for the file installation process to complete.

Completing the DocXchanger
Client Setup Wizard

Click the Finish button to exit the Setup Wizard.

Launch Dockchanger Client

| < Back |E Finish Cancel

7. Click Done to complete the installation.
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3.3 Configuring the Client

3.3.1 Adding a Server Configuration

1. Start DocXchanger Client.

2. Click on the DocXchanger x icon in the system tray to open the client interface.

X DocKchanger for Windoues

CREYEA]

o

W &= -

4, CCTEC-TREE
[‘> ﬂ?hi acox
o 4, GROUPWISE TRAIMING.HQ.
o by OES LINUR PROJECTS.HQ.C
b =@ CCTEC

@ Add MNew Server

ﬁ MNSMSIMMYOLZUSERSLACOY
4oL Ao
i || Doc¥changer
, HQ Files
; Music

—

| Pictures

3. In the navigation panel on the left,

or click the Add Server!] button

right-click any empty area and select Add New Server,
in the tool bar at top.

Condrey Corporation
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'—Mu:udif}r Server Parameters 2]

.
I

= Modify dient configuration parameters for this tree server.
Tree and Server Information

Tree Mame: CCTEC-TREE

Server Mame d :
il:lr ."-".ljljFESS:': O, CCleC.org

Port Mumber: 8009 S5L-Enabled Secure Port
Arcess Mode

Dynamic Mode: This machine transitions to
7 Lacal Orly and from being connected to this tree using
- Movell Client32. Connection to this tree wil
be actively monitored for changes. YWhen a

@ Dynanmic Client32-based connection is not present,
® Uy the user will be prompted to login using a
Doc¥changer remote connection,

i) Remote Orly

Automatic Prompting for Login Credentials when in Remote Mode
i) Do not enable automatic prompting

i@ Enable automatic prompting

Automatic Polling for Mew Storage Resources

Mew Identity-Based Storage Mew Sharing Links

i@ At application startup only i) At application startup only
() Every Hour (7 Every 5 minutes

() Every 3Hours (@) Every 10 minutes

i) Every & Hours () Every 30 minutes

() Every 24 Hours () Every Hour

K ] [ Cancel

4. Enter the Tree Name, Server Name (DNS name or IP address), and Port Number.

5. Check SSL-Enabled Secure Port for encrypted communication with the DocXchanger
server. Uncheck the option to use clear-text communication.

6. Click OK to save all changes.
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Table 3.1 - Server Configuration Properties

Tree Name Name of eDirectory tree.

Server Name DNS name or IP address of DocXchanger server.

Port number the DocXchanger server listens on (typically
8008 or 8009).

Port Number

SSL-Enabled Secure Port When checked, enables SSL communication.

Type of client connection. Can be Local, Dynamic, or
Access Mode Remote. See Section 3.4 Comparing Access Modes for
details on these connection types.

Automatic Prompting for When checked, the client will prompt for login credentials
Login Credentials when first starting, or whenever the Access Mode changes.

Interval at which the client polls the server for managed
resources. Values include:

» At application startup only

» Every hour

» Every 3 hours

» Every 6 hours

» Every 24 hours

Automatic Polling — Identity-
Based Storage

Interval at which the client polls the server for new sharing
links. Values include:
» At application startup only
Every 5 minutes
Every 10 minutes
Every 30 minutes
Every hour

Automatic Polling — Sharing
Links

vVyvyyvyy

w Currently, DocXchanger Client only allows for one server configured for each
eDirectory tree. However, multiple eDirectory trees may be added, each with its own
server and configuration parameters.
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3.3.2 Modifying a Server Configuration

To modify an existing server configuration:

1. Start DocXchanger Client.

2. Click on the DocXchanger X icon in the system tray to open the client interface.

e

X Dockchanger for Mind ows

U AE S N RO R

a P, CCTEC-TREEL
: Properties
P “aly acox f Brop &NSMSIMNOLz:ﬂ,USERSmcox
b 4, GROUR L Logout

"“%l QES LINOR, PROCJECTS, AL - ACOY i
. B CCTEC - Dockchanger
i | HQ Files
L | Music

- | Pictures

3. In the navigation panel on the left, right-click on the eDirectory tree entry and select

Properties \gé’ .
4. Modify the desired properties.

5. Click OK to save the changes or Cancel to discard them.

3.3.3 Removing a Server Configuration
To remove an existing server configuration:
1. Start DocXchanger Client.
2. Click on the DocXchanger x icon in the system tray to open the client interface.
3. Verify that DocXchanger Client is logged out of the server configuration to remove.
For remote mode connections, right-click the eDirectory tree and select Logout §..

For local mode connections or dynamic mode connections connected locally, log out of
eDirectory. Alternately, change the DocXchanger connection type to Remote, but do not
log back in. See Section 3.3.2 Modifying a Server Configuration and Section 3.3.1
Adding a Server Configuration for details on how to modify the server connection mode.
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X Dockchanger for Windous

maE|®

, (CCTE-TOEE

Ig Rermowe

L§ Properties

W wE-

b Loginto Tree Using Rernote Connection

4. In the client's navigation panel on the left, right-click on the eDirectory tree entry and

select Remove €.

3.3.4 Modifying Client Options
To access the general client options for DocXchanger Client:
1. Start DocXchanger Client.
2. Click on the DocXchanger X icon in the system tray to open the client interface.
3. Click the About DocXchanger @ icon in the tool bar at top.

4. Click the Options button in the About DocXchanger dialog.

5. Set the options as desired.
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X Dockchanger Client Options

G_ ; Display a notification when new Sharing Links are received From other users,

@ Play sounds during imporkant events,

ﬂ Integrate the application with the \Windows Desktop when the application starts,

U [] automatically minimize to the System Tray when the application starts,

(===

Apply ] | Cancel

6. Click Apply to save the changes, or Cancel to discard them.

Table 3.2 - Client Options

T

Display notification for new
Sharing Links

Play sounds

Integrate with Windows
Desktop

Minimize at application start

Turn new sharing link notification on or off.

Play audible alerts for key events.

Enable or disable the Windows Explorer extension.
(Requires client restart.)

Minimize the client to the system tray at startup.
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3.4 Comparing Access Modes

3.4.1 Local Mode

When using DocXchanger Client in local mode, the following features are available:

» Context menus and navigation for managed resources and sharing links are the same as
provided by Windows Explorer.

» File and folder operations take advantage of the Novell Client connection to the network.

» Desktop Integration provides seamless access to managed resources and sharing links
through Windows Explorer.

w If the Novell Client is not installed on the local workstation, DocXchanger Client will
only operate in Remote Mode.

3.4.2 Remote Mode

When using DocXchanger Client in remote mode, the following features are available:
» Does not require the Novell Client.

» Access to managed resources and sharing links is via HTTP / HTTPS connection.

3.4.3 Dynamic Mode

When using DocXchanger Client in dynamic mode, the following features are available:

» Automatically switches between local and remote mode based on the Novell Client
connection to eDirectory and network resources.

> Assists mobile users that frequently change from local to remote connectivity.

w If the Novell Client is not installed on the local workstation, DocXchanger Client will
only operate in Remote Mode.
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3.4.4 Connection States

DocXchanger Client maintains an independent connection to each configured DocXchanger
server and tree. The state of each connection is seen in the left navigation panel of DocXchanger
Client.

Table 3.3 - Client Connection States

;\\? Local Connection Current connection to this tree is via the Novell Client.

@ . Current connection to this tree is via a remote DocXchanger
Remote Connection .
connection.

9 Unauthenticated Tree and server are configured, but not actively logged in.
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3.5 Logging Into DocXchanger

3.5.1 Logging In Using Local Mode

To log in to a DocXchanger connection configured for local mode, simply log in to the
corresponding eDirectory tree using the Novell Client. Upon startup, DocXchanger Client will
detect any existing Novell connections and validate those connections with the DocXchanger

server.

To log out of a DocXchanger connection configured for local mode, log out of the corresponding
eDirectory tree using the interfaces provided with the Novell Client.

The DocXchanger Client polls the Novell connection tables every few seconds, and updates the
DocXchanger connections accordingly. As a result, a user can perform login / logout operations

with the Novell Client at any time before or after starting DocXchanger Client.

3.5.2 Logging In Using Remote Mode

To log in to a DocXchanger connection configured for remote mode:

1. Start DocXchanger Client.

2. Click on the DocXchanger X icon in the system tray to open the client interface.

N2

X DocXchanger for Windows

&

«

®

3. Right-click on the DocXchanger connection identified by the eDirectory tree.

...... ? CCTEC-TREE

@ wE-
| -

£3 Bemove
L§ Properties

|5& Loginl.t\o Tree Using Remote Connection
by

4. Select Login to Tree Using Remote Connection.
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X DockchangerLogi =
GG
| 9 §J J .[ J el ot

Tree: CCTEC-TREE

Username:  acox

ok
Password:

[0]4 ] ’ Cancel

5. At the login prompt, enter the user name and password. The user name may be either
the simple name or the full distinguished name.

To log out of a DocXchanger connection configured for remote mode:

1. Right-click the DocXchanger connection identified by the eDirectory tree.

L DocXchanger for Windows

EALICCEEL

il CCT_ TOCoo
a %jm A Properties E
D-dh |H Luguuth |G.HQ.

» Jh UES CIROR PROJECTS.HQ.C
I =@ CCTEC

2. Select Logout from the context menu.
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3.5.3 Logging In Using Dynamic Mode

To log in to a DocXchanger connection configured for dynamic mode, use one of the methods
described in the previous sections.

To log out of a DocXchanger connection configured for dynamic mode, use the appropriate
method for the connection's current state (local or remote), also listed in the previous sections.

Note that with dynamic mode, DocXchanger Client responds to changes in the Novell Client's
connection for a given tree. If, for example, a DocXchanger connection were set to dynamic
mode, and a user was logged in as remote, a subsequent login of the Novell Client to that same
eDirectory tree would cause the DocXchanger client to switch that connection from remote to
local mode.
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3.6 Accessing Managed Resources

To access existing managed resources from DocXchanger Client:

1. Log in to DocXchanger Client. (See Section 3.5 Logging Into DocXchanger.)

X DocXchanger for Windows o= =
-
misPeeo.
a5, CCTEC-TREE
-], bob % NSMSIMAOLZ: TRAINING groupwise
|| Home Directary =
%] music stuff 45 gmUDWFe Mame Date Modified  Type Size o
i X Qukgoing Sharing . Assignments . Motes Thu Jan 24 2...  File Folder
441 GROUPWISE. TRAIND i Instructor | PrintScreen Fi.. Thulan24 2.  File Folder
| || GroUPwISE . No.tes . | reviewed Wed Mar 14 .., File Folder |
+-4f), OES LINUX.PROJECT . Pnn.tScreen Files J turnin Wed Mar 14 .., File Folder b
b =3 CCTEC ) reviewed [#] | Dockchanger ... FriJan 18 10...  Shorbout 639 bytes
. turnin ‘g journal.jnt Mon Mow 19.,,  Journal Docu,.. 4 KB n
4 | 1] 3
h Local Computer
=
[ Contacts * || Name Size  Type Dat *
m EESktDp  Bssignments File Folder 172
3] t £ .
E[ DcAum.en : i L . Instructor File Falder 12| -
| Bssignments . =
g ) Motes File Folder 11/
o Instructor . . .
. PrintScreen Files File Folder 12
| Motes %] journal 443KB  Journal D 1
o PrintScreen Fi - journa ) ournal Docurn... - 11/
B Mevosmloads T || Study Motes 208 bytes  Rich Text Docw.. 117~
] 1 RN m k [l I | =

2. Navigate the resources displayed in the navigation tree on the left.

Each resource is associated with either a container or group of which the user is a
member. These resources include:

» User and Group home directories.

» Sharing links.

» Storage Locations (from NetStorage).

» DocXchanger managed resources.

» IUAdmin resources stored in eDirectory.

3. Select a resource on the left to display that resource's files and folders on the right. The
resource location (server, volume, and path) will be displayed immediately above the top
panel where the resource contents are displayed.
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4 '? CCTEC-TREE
a5, acox ﬁ

|_|,i' Home Directory

4 x Outgoing Sharing Links
éﬂ Class assignmen)
éﬂ Expense Report
[/ HQ Files
|} Pictures from th Repair Sharing Link

éll] Project update
| wi welemma Daclbad | |

Open in Explorer... I |

Resend Metification ?mail

181

i+

For users connected in local mode,
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3.6.1 Downloading a File or Folder

To download a file:
1. Start DocXchanger Client and log in.

2. In the upper panel, navigate to a directory in a resource or sharing link where files to
download are located.

% MEMSIMMYOLZ: | TRAIMING groupwise

4 - groupwise Mame Date Modified Type Size i
Fidll Assignments Mon Mow 19 ... File Folder
. Instructar . Inskructor Wed Apr 12 ... File Folder c
/ Mokes | Mokes Thulan24 2... File Folder
. PrintScreen Files | PrintScreen..., ThulJan24 2.,  File Folder
| reviewed | reviewed ‘Wed Mar 14 ... File Folder
- | burnin J burnin Wed Mar 14 .., File Folder
r=1 | M choann Eri 1o 12110 Shiwkenk 00 hubac E
4 | 1 k
h, Local Computer
7~
F% Contacts 1| Mame Size  Type Date mo
| g“kmp | Notes File Folder 11/19/20
5| t = . . .
FE ocgrr;en : |"‘ ) PrintScreen Files File Folder 121200
otes £
1 | journal 443 KB Journal Docum...  11/19420
, PrintScreen Files ‘Jjj . i
=| Study Motes 208 bytes  Rich Text Docu.,., 11719520
m Dowenloads =
FE- Fawaorites %
B Gl i
< | 1 § 4 i F

3. In the lower panel, navigate to the directory in the local computer where the downloaded
files should be placed.

4. Drag and drop the desired files and folders from the upper panel to the lower panel.

5. To download multiple files or folders, hold the shift or control key while selecting the files
and folders, then drag and drop the selected set to the local computer directory in the
lower panel.
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3.6.2 Uploading a File or Folder
To upload a file or folder:
1. Start DocXchanger Client and log in.

2. In the upper panel, navigate to a directory in a resource or sharing link where files will be
uploaded.

m NSMSIMMNVOLZ A TRAINING) groupwise

4 - | groupwise Marne Date Modified Type Size -
| Assignments J PrintScreen ... Thu Jan 24 20:...  File Folder
¢ Instructor | reviewed Wed Mar 14 0...  File Folder L
. Motes . kurnin Wed Mar 14 0., File Folder
| PrintScreen Files [# | Doc¥change...  Frilan 18 10:0...  Shorkcut 689 bytes
| reviewed ‘g journal jnt Mon Mow 19 15,,.  Journal Docum... 4 KB | 4
fe L brmin I &7
o« "El I |
h. Local Computer
L o~
4 [BF usert * || Mame Size  Type
% gonktacts |= T Hotes File Folder
+ t . . .
[ DES op T . Primt3creen Files File Falder
a || Documents .
Mot ,g journal 443 KB Journal Docurm..,
. Motes = .
| PrintScreen Files = Study Motes 208 bytes  Rich Text Docu..,
m Downloads -
€| — | 3 ] 1 | 3

3. In the lower panel, navigate to the directory in the local computer where the files and
folders for uploading are located.

4. Drag and drop the desired files and folders from the lower panel to the upper panel.

To upload multiple files or folders, hold the shift or control key while selecting the files and folders,
then drag and drop the selected set to the resource directory in the upper panel.
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3.6.3 Renaming a File or Folder

To rename a file or folder:
1. Start DocXchanger Client and log in.

2. In the upper panel, navigate to a directory in a resource or sharing link containing the file
or folder to be renamed.

3. Right-click on the file or folder to rename and select Rename.

3.6.4 Creating a Folder

To create a directory:
1. Start DocXchanger Client and log in.
2. In the upper panel, navigate to the desired directory in a resource or sharing link.

3. Right-click an empty area and select New Folder.

3.6.5 Deleting a File or Folder

To delete a file or directory:
1. Start DocXchanger Client and log in.

2. In the upper panel, navigate to the directory in a resource or sharing link containing the
file or folder to delete.

3. Select the file or folder to delete then press the delete key or right-click and select Delete.

To delete multiple files or folders, hold the shift or control key while selecting the files and folders,
then press the delete key or right-click and select Delete.
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3.7 Providing Sharing Links

3.7.1

To create a sharing link using DocXchanger Client:
1. Start DocXchanger Client and log in.
2.

3.
Recipient.

Providing Sharing Links Using DocXchanger Client

Navigate to the network path containing the file or folder to share.

Right-click on the file or folder to share and select Send To > DocXchanger Sharing

To start the Sharing Link Wizard click OK in the Add Sharing Links dialog box or click the

Add Consumer g button at the top of the Manage Sharing Links for Path form.

X Manage Sharing Links for Path

} MNSMSIM fwol 2:USERS \acox\HQ Files\Expenses
Saved Sharing Links for Path
Access Start Time

Consumer Stop Time

Add Mew Sharing Link{s)

EEIE=

Provider

Start Mew Consumers Expiration Motification

New Consumers

Userid

rsmith @outsideorg. com

Email Address Type Access

&'J remith@outsideorg.com  External

Summary

Enter the network usernames or email addreszes of names of people that should receive new sharing links to the given path.

Finish

Search eDirectory ] [ Search Address Book

MName

Department

5. Add consumers to the sharing link. Consumers may be added using any of the following

methods:

» Type the eDirectory user name of an internal consumer then click Add.

» Click Search eDirectory to search for internal consumers in eDirectory.
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X Directory Search E=H(ESE|E==)
Search Criteria Search Results
@ Enter search criteria to the left and select results below.
Search By Email Address Username Name Department |«
(0) Username D BCLARK@cctec.... BCLARK.HQ.CORP... CLARK Finance -
() Last Name D BCSTOMNE®@ccte,,, BCSTOME.ATL.COQ... STOME
@ Both BIMILLER. @ccte... BIMILLER.ATL.CO... MILLER B
: [7] BITATE@cctec.org  BITATE.ATL.CORP... TATE
b* BFRINGER. @ccte.., BKRINGER.ATL.C... RINGER
D BOB@cctec.org BOE.HQ.CORP.CC... Robert Jones -
Cancel l l Add Selected Items

a) Select Username, Last Name, or Both for the search criteria.
b) Enter a name (case insensitive) then click Search.

c) Asterisks may be used as wildcards in the search criteria.
Type the email address of an external consumer then click Add.

Type a portion of a user name or email address then click Search Address Book to
perform a MAPI (Messaging Application Programming Interface) search of an
external consumer in an email address book.
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MAPI is a standard means of interacting with email clients from third-party
W applications, such as DocXchanger Client. Since each email client provides its own

MAPI interface, the Search Address Book functionality may not be consistent with all
email clients. The following are a list of email clients that are known to work with the
Search Address Book function:

» Outlook Express (Windows XP)

» Windows Mail (Windows Vista)

» Outlook 2003 / 2007 (local Contacts only)

» GroupWise 7 (GroupWise address book only)

Retrieving email address entries from Exchange via Outlook requires Extended MAPI,
and will be implemented in a later release.

The following email clients are known to have incomplete or broken MAPI interfaces,
and will not work with DocXchanger Client's Search Address Book function:

» Thunderbird

» Eudora

» Pegasus Malil

Select Access Rights for User

rsmith @outsideorg.com

/7%y Access Rights

“m

Read, Write, and Update

Apply to Al OK

6. For each consumer select Read Only or Read, Write, and Update.

Remove a consumer from the list by right-clicking on the listed consumer and selecting

Remove O

Change a consumer's sharing link privileges to read-only or read-write by right-clicking on

the listed consumer and selecting Change to Read/Write j or Change to
Read-Only ~&°.

7. Click Next when all consumers have been added to the list.
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X Manage Sharing Links for Path == R <
} MNSMSIM fuol 2:USER S \acox\HQ Files\Expenses

Saved Sharing Links for Path

Consumer Access Start Time Stop Time Provider

Add New Sharing Link(s)

W |
Start Mew Consumers Expiration Motification Summary Finish
Expiration

Specify timing information concerning when the added sharing links should start and stop being available.

{i®  startatoooomion V32008 Ev

10
L Stop at 23:59:59 on | 2/29/2008 -

4 February, 2008 3

Maximum Days: Mo Lin Sun Mon Tue Wed Thu Fri Sat
3
3 4 5 [ 7

o 11 1z 13 14
17 18 19 20 21
24 25 2% 27 28
2 3 4 5 3
[ Today: 1/20/2008

8. Select the start and stop dates for the sharing link. A sharing link may be shared for any
number of days up to the Maximum Days shown in the form.

9. Click Next to continue.

X Manage Sharing Links for Path =)
} MSMSIM fwol 2:USERS \acox\HQ Files\Expenses
Saved Sharing Links for Path
Consumer Access Start Time Stop Time Provider
Add New Sharing Link(s)
I —— |
Start Mew Consumers Expiration Motification Summary Finish

Notification Email
Each new consumer will receive an email message notifying them of the new sharing link. Enter relevant information in the area provided below.

i From:  ACOX@cctec.org

Subject: Expense Reports

Description: | please review the endosed expense reports, and make adjustments as necessary. -

(1000 character limit...222  remaining)

10. Enter the Subject and Description then click Next.
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X Manage Sharing Links for Path =N R
l MSMSIM fwol 2:USER S \acox\HQ Files\Expenses
Saved Sharing Links for Path
Consumer Access Start Time Stop Time Provider
Add New Sharing Link(z)
———— |
Start New Consumers Expiration Notification Summary Finish
Summary
=2 Review all information below and dick the 'Finish' button to add the sharing links.
3 Start: 00:00:01on Wed, Jan 30 2008
Stop: 23:53:59 on Fri, Feb 29 2008 Consumer to Add Access
From: acox o E_H rsmith @outsidearg. com Read Only
O acox@cctec.org Read/Write
Subject: Expense Reports ‘_ﬂ‘_ BIMILLER @cctec.org Read/Write
Descrintion: {L BKRINGER @cctec.org Read Only
BSCIPION:  plaage review the endosed expense reports, and make -
adjustments as necessary.
Back

11. Review the summary then click Finish.

X Passwords

(===

g? External consumers are required to enter a password to access sharing links. The following

passwords were automatically generated for access to this sharing link.

| You must communicate the given password below to the associated consumer using
=% an approved method based on your organization's security policy.

Email Address

Password
[C] rsmith@outsideorg, com qgd44g46
[T fiones @outsidearg, com pw533h33

12. If DocXchanger has been configured to require authentication for external sharing links,

the sharing link wizard will display a form including the email address and generated

password for each added external consumer. Each password should be communicated

to the associated recipient using an approved method of password distribution.
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As a convenience, the Passwords form provides methods for copying the email
addresses and passwords to the system clipboard and for launching the default email
client.

X Passwaords =] = | =]
m External consumers are required to enter a password to access sharing links, The following
G passwords were automatically aenerated for access to this sharing link.
-
"Q i You must communicate the given passward below to the associated consumer using
ég{-ﬁ' 5% an approved method based on your organization's security palicy.
Email Address Password
[T [remith @euteidanca cam 2j3y8ich
[ Copyand Send EMail
(7] Cepy
| CopyAl
LAy

13.

To copy the names and passwords to the clipboard, do one of the following:
» Right-click a single entry and select Copy.
» Select multiple entries and select Copy.
» Right-click anywhere on the list and select Copy All.
To start the email client, do one of the following:
» Double-click a single entry in the list.
» Right-click a single entry and select Copy and Send Email.

The To, From, and Subject of the new email will be automatically filled in. To include the
password in the email, perform a Paste action (using Control-V or right-click Paste)
anywhere in the body of the email.

Once all passwords have been properly distributed, click OK to close the Passwords
form, then click Yes to close the confirmation dialog.
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When using passwords for external sharing links, please adhere to the local
organization's policy for distributing information such as passwords. Please do not
send the password via email if doing so violates company policy. If you have any
question concerning an appropriate means of password distribution, please contact
your local network security officer or network administrator.

3.7.2 Providing Sharing Links Using Windows Explorer

To create a sharing link using Windows Explorer:
1. Using Windows Explorer, navigate to a network path containing a file or folder to share.

2. Right-click on the file or folder to share and select Send To > DocXchanger Sharing
Recipient.

3. Follow steps 4 — 13 from Section 3.7.1 Providing Sharing Links Using DocXchanger
Client using the Sharing Link Wizard to complete the sharing link.

C A network file or folder may only be shared if the following conditions are true:
w » The file or folder is on a server managed by DocXchanger.
» The user is indexed as a valid provider by DocXchanger.
» The user has appropriate file rights (read-only or read-write) to the file or
folder.
» The file or folder is included in DocXchanger's list of approved paths for
sharing.
If any of the conditions are not met, the DocXchanger Client will notify that the path
cannot be shared.
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3.8 Accessing Sharing Links

3.8.1 Accessing Provided Sharing Links

To access sharing links provided to others by the current user:
1. Start DocXchanger Client and log in.

2. In the left panel navigate to Outgoing Sharing Links located under the current user.

4P CCTECTREE
4 J acox

P | Home Directory

4 x QOutgoing Sharing Links
X\ Class assignments

X{/ Expense Reports
Xl HQ Files
4., GROUPWISE. TRAINING.HQ. CORP.CCTE
- L[] croupwisE
w

3. Click one of the sharing links to view the sharing link content in the top panel.
Alternately, provided sharing links may also be accessed via the Outgoing Sharing Links view:

1. Start DocXchanger Client and log in.

2. Click the Outgoing Sharing Links & button in the tool bar at top.

X DocKchanger for Windows EI@
LI K=

i~ Home Directory

i & UREN

x Outgeing Sharing Links Target Access Start Time Stop Time Consumer
- ¥ Class assignments X|/Class assignments  Read Only  WedFeb0600:... Wed Apr 30 23...  BCLARK.HQ.CORP.CCTEC
| Expense Reports X/ Expense Reports ReadfWrite SatFeb 02 1L:4... TueFeb 18 23%:... rsmith@outsideorg.com
X} HQ Files Xi/HQ Files Read/Write TueFeb0501:.. SatMar0106:... bobHQ.CORP.CCTEC

» -JF, GROUPWISE TRAINING.HQ.CO
»-d, OFS LINUX.PROJECTS.HQ.COR
» =@ CCTEC

3. Double-click one of the sharing link entries. The sharing link contents will be available in
the top panel.
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3.8.2 Accessing Consumed Sharing Links

To access sharing links consumed by the current user:
1. Start DocXchanger Client and log in.

2. In the left panel navigate to the current user.

4§ CCTEC-TREE
a-J, BB
- _jj Home Directory
| XY HQ Files

|l Personnel files

| ¥l Pictures from the company picnic
Lk x Qutgoing Sharing Links

-: -_%)A GROUPWISE. TRAIMNIMG.HQ.CORP.CCTE
» =@ CCTEC

3. Click one of the incoming sharing links (identified by the folders with the DocXchanger

logo X| ) listed under the user to view the sharing link content in the top panel.

Alternately, consumed sharing links may also be accessed via the Incoming Sharing Links view:

1. Start DocXchanger Client and log in.

2. Click the Incoming Sharing Links & button in the tool bar at top.

x DocXchanger for Windows EI@
Y
2 & ‘ Rlees.-
o ', CCTECTREE
; UREN
> o bob J
> -\_51'7‘ GROUPWISE. TRAINING.H
b =@ CCTEC Target Access Start Time Stop Time Provider Treen|
X/HQ Files Read/Write  Tue Feb 05 01:42:43 2008 SatMar 0106:5%:5% 2008 acox.HQ.CORP,.. CCTE|
XjPersonnel fles  Read/Write ed Feb 06 04:34:119 2008  Mever Expires ACOX.HQ.COR... CCTE|

X\Pictures from ... ReadOnly  WedFeb0604:35:152008  Fri Feb 29 23:59:59 2003 ACOX.HQ.COR... CCTE|

PSS v < 1 2

3. Double-click one of the sharing link entries. The sharing link contents will be available in
the top panel.
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3.8.3 Performing File and Folder Operations with Sharing
Links

Once an incoming or outgoing sharing link has been accessed, files and folders may be
uploaded, download, deleted, renamed, and created. For details on performing these actions
using the DocXchanger Client interface, see Section 3.6 Accessing Managed Resources.

3.9 Managing Sharing Links

3.9.1 Viewing Sharing Links Details

To view the details of a sharing link:
1. Start DocXchanger Client and log in.

2. Click the Incoming Sharing Links Q& button or the Outgoing Sharing Links & button in
the tool bar at top.

A Dockchanger for Windows =n ==
2E R ez
~iffy CCTEC-TREE T

o U
a- ‘?‘. scox y
i b} Home Directory
¢ 4 X Outgoing Sharing Links Target Access Start Time: Stop Time Consumer
: %)/ Class assignments | X|/Class assignments Read Only Wed Feb 06 00:... Wed Apr 30 23... BCLARK.HQ.CORP.CCTEC

|| Expense Reports |X!/Expense Reports ReadfWirite SatFeb 02 11:4... TueFeb 19 23:... rsmith@outsideorg.com

H X/ HQ Files | X} HQ Files ReadfWrite TueFeb0501:... SatMar0106:... bob,HQ.CORP,.CCTEC
»-dh, GROUPWISE TRAINING.HQ.CO
& -df, OES LINUX,PROJECTS.HQ.COR
- -™@ CCTEC

3. Click the Show Details Oﬁ button at the top of the sharing links list.
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Target Access Start Time Stop Time Consumer Treename

¥l Class assignments  Read Only  Wed Feb 06 00:23:5% 2008 Wed Apr 30 23:5%:53 2008 BCLARK.HQ.C... CCTEC-TREE
X|| Expense Reports Resd/Wirite  Sat Feb 02 11:42:41 2003 Tue Feb 19 23:59:59 2008 remith@outside... CCTEC-TREE
X|/HQ Files Read/\Write  Tue Feb 05 01:42:43 2003 Sat Mar 01 06:53:59 2008 bob.HQ.CORP.... CCTEC-TREE
X| Personnel files Read/Write  Wed Feb 06 04134112 2008 MNever Expires BOB.HQ.CORP..., CCTEC-TREE
X| Pictures from the ... Read Only Wed Feb 06 04:35:15 2008  Fri Feb 29 23:59:59 2008 BOB.HQ.CORP.... CCTEC-TREE
4 T | 3

} MSMSIMVOL 2 \WSERSACOXHQ Files\Expenses
To: [rsmith @outsideorg.com]
Subject: Expense Reports
Description:

Please review these reports and update as necessary,

4. Single-click a sharing link Target to display the details for that link. Optionally, click the

Update Details on Mouse Over button @ to see sharing link details by simply moving the
mouse over a sharing link without clicking.

3.9.2 Repairing a Sharing Link

Sharing links may need to be repaired if the rights to a given file or folder for that sharing link
have changed. Both internal consumers and providers may repair sharing links.

To repair a sharing link:

1. Start DocXchanger Client and log in.

2. Click the Incoming Sharing Links % button or the Outgoing Sharing Links & button in
the tool bar at top.

Target Access Start Time

Stop Time
X\ HQ Files Read/Write  Tue Feb 05 01:42:43 2008 SatMar 011
X\ Personnel files  Read/irite  Wed Feb 06 04:34:19 2008  Mewer Expirs
X\ Pictures from , & 2008  FriFeb 292

+; Repair selected Sharing Link

3. Right-click the desired sharing link and select Repair selected Sharing Link ).
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When sharing just a single file and not a folder, repairing the sharing link may be
needed after modifying the file. This is always true for any application which modifies
a file by renaming or deleting the original copy, then creating a new file for the
modified contents. When this occurs, effectively a new file has been created, and any
rights issued for this file via DocXchanger are no longer valid. Note that this issue is
especially true for many office applications including word processors and
spreadsheet applications.

@ For best results when sharing a single file, create a new folder, move or copy the file
into that folder, then share the folder rather than the file itself. Doing this will prevent
the potential issue related to needing to repair the sharing link every time the file is
modified.

3.9.3 Deleting a Sharing Link

Only providers may delete sharing links. To delete a sharing link you have provided:

1. Start DocXchanger Client and log in.

2. Click the Outgoing Sharing Links ;E, button in the tool bar at top.

Target Access Start Time Stop
X|| Class assignments Read Only  \Wed Feb 06 00:23:59 2008 Wed
X!/ Expense Reports Readfrite SatFeb 02 11:42:41 2008 Tue |
X} HQ Files Readfrite  Tue Feb 05 01:42:43 2003 Sath
X\ Personnel files Readf\Write \Wed Feb 06 04:34:19 2008  Meve

X\ Pictures from 5:152008  FriF

Igj Bemove selected Sharing Link

w

5 Rezend Motification Email

# Repair selected Sharing Link

3. Right-click the desired sharing link and select Remove selected Sharing Link Q
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3.9.4 Resending a Sharing Link Notification

A provider may wish to resend the sharing link notification email for the following reasons:

» The consumer no longer has the sharing link access information.

» The provider needs to reset the password for an external sharing link. This only applies

to DocXchanger configurations requiring passwords for external sharing links.

To resend the notification email for a provided sharing link:

1. Start DocXchanger Client and log in.

2. Click the Outgoing Sharing Links & button in the tool bar at top.

Target

x|/ picty

X\ Class assignments
X|/Expense Reports
X|'HQ Files

X\ Personnel files

AcCcess

Read Only

Read/\Write
Read/\Write
Read/Wirite

- F o S oY n P P Y A =

Start Time

Wed Feb 05 00:23:59 2008
Sat Feb 02 11:42:41 2008
Tue Feb 05 01:42:43 2003
Wed Feb 06 04:34:19 2008

b 05 04:35:15 2003

€3 Remove selected Sharing Link

|_-'| Resend Motification Email

#

Repair selected Sharing Link

3. Right-click the desired sharing link and select Resend Notification Email |

X Pazswards

;.‘a"g’

é{_/n«

Ewternal consumers are required to enter a password to access sharing links, The following
passwords were automatically generated for access to this sharing link.

_ | You must communicate the given password below to the associated consumer using
(=% an approved method based an your organization's security policy.

Email Address
[ rsmith @outsideorg.com

F=3 |EoB =5

Password

3gf2absa
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4. For DocXchanger systems requiring passwords for external sharing links, resending the
notification for an external sharing link will reset the password for that sharing link. Follow
the instructions for communicating the password to the consumer, then click Next.

When using passwords for external sharing links, please adhere to the local
organization's policy for distributing information such as passwords. Please do not
send the password via email if doing so violates company policy. If you have any
question concerning an appropriate means of password distribution, please contact
your local network security officer or network administrator.
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4 Working with Desktop
Integration

4.1 Understanding Desktop Integration

DocXchanger Desktop Integration is an extension to Windows Explorer which allows internal
users to access DocXchanger managed resources and sharing links with Windows Explorer.
This extension has the following benefits:

» Sharing links and resources may be accessed directly through Windows Explorer, and
not just the DocXchanger Client interface.

» Sharing links and resources are available through the open/save file browse dialogs
available with many Windows applications.

» Dependencies on drive mappings are reduced.

DocXchanger Desktop Integration can be recognized by the My Resources X/ folder.

@Back w2 \) Lﬁ pSearch fE" Folders '

Address |EJ iMsmsim|vol2|USER S acoxiHG Files\Expenses

Folders
@ My Documents Lol |
g My Computer Expense Forrn
"Q My Netwark Places
# Recycle Bin
= X My Resources
= P CCTEC-TREE
=] ‘qh BOB.HQ.CORP.CCTEC
|| Home Directary
= %] HQFiles
E} Expenses
[ Policies
X Personnel files
X Pickures from the company picnic
&1 GROUPWISE, TRATMNIMNG . HGCORPLCCTES

| =

istart CFORE B
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The My Resources folder provided by Desktop Integration is available from the following
locations:

» Windows Desktop.

» Inthe My Computer folder. This includes anywhere that My Computer is displayed,
including many open/save file browse dialogs.

» Inthe Folders sidebar navigation of Windows Explorer.

» Inthe “Send To” context menu.

4.2 Running Desktop Integration

4.2.1 System Requirements

Use of Desktop Integration has the following requirements:
» Windows XP SP2. (Windows Vista will be supported in a future release.)
» Novell Client installed and user logged in to eDirectory.

» DocXchanger Client installed and running in Local Mode.

4.2.2 Starting and Stopping Desktop Integration

By default, when the DocXchanger Client starts, it registers the Desktop Integration extensions
with Windows Explorer. When registered, Windows Explorer displays the My Resources folder
on the Windows Desktop as well as the other locations listed in Section 4.1 Understanding
Desktop Integration.

When the DocXchanger Client is shut down (by right-clicking on the DocXchanger logo in the
system tray and selecting Exit), it unregisters the Desktop Integration extension with Windows
Explorer, and the My Resources folder is removed from the Windows Desktop and other locations
listed in Section 4.1 Understanding Desktop Integration.

Desktop Integration may be enabled or disabled by checking or unchecking the Desktop
Integration option in DocXchanger Client. See Section 3.3.4 Modifying Client Options for details
on how to change this setting.
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4.3 Using Desktop Integration

To access sharing links and managed resources using DocXchanger Desktop Integration:

1. Open the My Resources X| folder located on the Windows Desktop or under My
Computer.

#% My Resources ;

6%

File Edit \iew Favorites Tools  Help ff

\_,:- \__,) I.E /'.'__j Search ‘H\z‘ Faolders "

Address | X| My Resources V| Go

Folders x [?
@ Desktop i

@ My Documents CCTEC-TREE
v_‘i My Computer

‘ﬂ My Network Places

2l Recycls Bin
= X

O CoTEC-TREE

2. Double-click the tree icon to open the tree folder. For each configured tree in
DocXchanger Client that is connected in Local Mode, a tree icon will be displayed here.

@ CCTEC-TREE

File Edit View Favorites Tools  Help -

eBack - J l.ﬁ; /L_\J Search ‘F{\;‘ Folders '

Address | @ CCTEC-TREE v| B e

Folders x & &
@ Deskkop y -g

Eﬁ My Documents BOB.HG. CO... GROUPWIS... CCTEC
:} My Computer
‘g My Metwork Places
2 Recycle Bin
= X| My Resources
=9
2% BOBHQ.CORP.CCTEC
“h GROUPWISE. TRAINIMG HG
=@ CCTEC

3. Open the user, group, or container folder to see the associated resources for that object.
See Table 4.1 - Desktop Integration Icons for details on each resource and object type.
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&% BOB.HQ.CORP.CCTEC
File Edit ‘iew Favorites Tools  Help

V|G|:|

= S BOB.HQ.CORP.CCTEC

__| Home Directory

= X HQFiles

[h Expenses
I Palicies

EI Pictures from the compar
r_h GROUPWISE, TRAIMING, HO.
== CCTEC

- ] ® = v
e Back, \_/I lﬁ P ) Search ‘[L_ Falders
address | 7 BOB.HQ.CORP.CCTEC
x

Folders | X m
@' Deskiop / /
E} My Docurments Horme H( Files Pictures from
t’i My Computer Directary the compa. ..
‘:{ My Mebwork Places )

2l Recycle Bin ﬂ
= X My Resources Welcome

= 9 CCTEC-TREE Packet

4. Open the desired managed resource for the selected user, group or container. For user
objects, incoming sharing links are also available. Open the desired sharing link folder,
or double-click a sharing link file to open it with an associated application.

See Table 4.1 - Desktop Integration Icons for details on each resource and object type.
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Table 4.1 - Desktop Integration Icons

leon | Descripton

User folder. This is a folder for managed resources and incoming sharing links
directly associated with the current user.

resources associated with it.

Container folder. The current user is in the hierarchy of this container which has
managed resources associated with it.

Managed resource folder. This folder is for a managed resource such as a user
or group home directory or a DocXchanger managed resource.

L
}E Group folder. The current user is a member of this group which has managed
()
X ¥ Sharing link folder. This folder is an incoming sharing link.
Zad)

ﬂ Sharing link file. This file is an incoming sharing link.
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4.4 Managing Sharing Links with Desktop
Integration

4.4.1 Identifying Sharing Link Status

Desktop Integration indicates the status of each sharing link by displaying an appropriate icon for
each sharing link. The status indicators for sharing links are shown below.

Table 4.2 - Sharing Link Status Icons

Ceon peserpron

Healthy sharing link folder — contents should be fully accessible.

Broken sharing link folder — the sharing link may not have appropriate rights or it
may have expired.

IR

Unavailable sharing link folder — the sharing link may have a future start date.

Healthy sharing link file — contents should be fully accessible.

Broken sharing link file — the sharing link may not have appropriate rights or it

& (=

may have expired.

Unavailable sharing link file — the sharing link may have a future start date.

4.4.2 Repairing a Sharing Link

When view sharing links through Windows Explorer, Desktop Integration attempts to validate
each displayed sharing link. If a sharing link cannot be validated, its associated icon is updated
to reflect the current status. Desktop Integration automatically issues a repair command via the
DocXchanger Client for each broken sharing link.

Sharing links with an unhealthy status will be updated once Desktop Integration has determined
that the sharing link is functional. At this point, Desktop Integration will update the sharing link
icon to display the new status of the sharing link.

Expired sharing links are removed automatically by DocXchanger Client and Desktop Integration
at the next sharing link polling interval.
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4.4.3 Identifying Managed Resource Status

Desktop Integration indicates the status of each managed resource by displaying an appropriate
icon for each managed resource folder. The status indicators for managed resources are shown
below.

Table 4.3 - Managed Resource Status Icons

leon | Deseripton

)

Healthy managed resource folder — contents should be fully accessible.

ﬂ Unhealthy managed resource folder — contents are not currently available.
Contact your network administrator if this persists.

444 Repairing Managed Resources

Broken managed resources must be fixed by a network administrator. DocXchanger only
provides links to the resources, and does not manage the rights associated with these resources.
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